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A hash function H is a transformation that takes an input m and returns a
fixed-size string, which is called the hash value h (that is, h = H(m)).

The basic requirements for a cryptographic hash function are as follows. 

- The input can be of any length. 

- The output has a fixed length. 

- H(x) is relatively easy to compute for any given x. 

- H(x) is one-way. 

- H(x) is collision-free. 
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A hash function H is said to be one-way if it’s hard to invert where “hard to 
invert” means that given a hash value h, it is computationally 
infeasible to find some input x such that H(x) = h.

If, given a message x, it is computationally infeasible to find a message y
not equal to x such that H(x) = H(y), then H is said to be a weakly 
collision-free hash function.

A strongly collision-free hash function H is one for which it is 
computationally infeasible to find any two messages x and y such that
H(x) = H(y)
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(*) Scheme by EESSI – European Electronic Signature Standardization, www.ict.etsi.org
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-----BEGIN PGP PUBLIC KEY BLOCK-----

Version: PGPfreeware 6.0.2i

mQGiBD0rBOcRBADy17oaqY90SYC/2bv/umseuupeP7p9iXXM0x39L8+lkNuspLoD

rgGILQ6Mt0dgyON9WYhX6zaZmEHVWdPSeThYLr8SAhZWlqjJpR2yF/78HmWv0OdV

K0/p2m3VDE5Wxjh85sN3VMoUQbwqlx+cSVID9llbT0VBIBUfHCQuNnM/YwCg/wo6

1+nWLPgFR2YgLEuia+AcBYMD/ROG1lo+KqwxaZ0X0Jgbx7naW5Esk3ejqUueITb3

hK4vkPUYNPOUTU5CoBiE1LpouuU0zJlYPVh5STn8MRXHh7ecFHsjOivoQmAOlIMe

pLla2zG4NYEPKLnh4XrI2d0st2BUl+9iKDi2XwLuvpDjU1enQRmjTqRwsf5wZ2yg

Rwf3A/oDKhk+hj88VOCi6W4dkgNk3bcfSJs/pBrjhQWN6OR6jsOAv0fIOzwa5Fvz

tolPnDVTWcdMcUFQ25I/MwAK6MAU1tNPXMfzp+66Qd/r3M+Kj60D3OO77ISZ4oNo

aDlOtnlewWgDEzq0YPdRbf+IXaCMi0RnlGmqmUycDmIde5UW77QpTWljaGVsZSBN

YXJ0b25pIDxtYXJ0b25pQGNpcmZpZC51bmliby5pdD6JAFEEEBECABEFAj0rBOcF

CQPDuIAECwMCAQAKCRCy74ix0icJ7ueGAJ40WNRRC2ViKjiXZPmlhxqeY5LG5ACf

Wo4wg2I/Zi6LeECLtXJM7Xv1J7e5Aw0EPSsE6BAMAMwdd1ckOErixPDojhNnl06S

E2H22+slDhf99pj3yHx5sHIdOHX79sFzxIMRJitDYMPj6NYK/aEoJguuqa6zZQ+i

AFMBoHzWq6MSHvoPKs4fdIRPyvMX86RA6dfSd7ZCLQI2wSbLaF6dfJgJCo1+Le3k

XXn11JJPmxiO/CqnS3wy9kJXtwh/CBdyorrWqULzBej5UxE5T7bxbrlLOCDaAadW

oxTpj0BV89AHxstDqZSt90xkhkn4DIO9ZekX1KHTUPj1WV/cdlJPPT2N286Z4VeS

Wc39uK50T8X8dryDxUcwYc58yWb/Ffm7/ZFexwGq01uejaClcjrUGvC/RgBYK+X0

iP1YTknbzSC0neSRBzZrM2w4DUUdD3yIsxx8Wy2O9vPJI8BD8KVbGI2Ou1WMuF04

0zT9fBdXQ6MdGGzeMyEstSr/POGxKUAYEY18hKcKctaGxAMZyAcpesqVDNmWn6vQ

ClCbAkbTCD1mpF1Bn5x8vYlLIhkmuquiXsNV6UwybwACAgv+LKAZGMDE0MpsxKoi

q9l7RnJoTx1uS1Hv3cRECR8VApdhe1TP7oixzkjsiZVDq/BYMWcMymGSMRsQw+r1

oEs49Z4HLyaneAYVWI1KH1op4s+aXo+T+G/KJwXBvV8n6BwkwnH+w/LEqK2P0L4a

KJ4UVdjZ/D6j6RBfgIXBZqvPHbV8E2oO+5wRf7jGQvSEz6VOy3u2jdM8OwCvAOkx

1JPPhgYYU480Y5e8tXtLUHdweVB9wVcYtEZLUu6CmaUzCxuJOv54GbYBdA0fQbR/

ravZ1dUSXsdwscyyUY7qk1MWuj+DqMcP+btSG9R62hnMr/+pz57NWVXu38gwOCzZ

DzChpfUwb4F+lT381pMWy09fsmFDsDVCBj+DNaM9Srqkx/Av/G1L/BCyP/nawX5Y

s36sNwYAe8xu05EDA94D3YQEMXar8H2M7mZ+xrwIJVTaSN+j285ubY5ZNnaj99P9

e9yU5lyU6VR69viPcxuzdZei9sNz4iMvGx/mLev4hYKZ4cPViQBLBBgRAgAMBQI9

KwToBQkDw7iAAAoJELLviLHSJwnuHosAoI64NlT9RmK6H+GROOFiyOodsHouAJjF

KP+SLho/19LVTiqPVrmz+5/E

=x53a

-----END PGP PUBLIC KEY BLOCK-----


