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Why Signatures?

LEGAL CONCEPTION OF SIGNATURE

General Purposes of Signhing

e Evidence a distinctive mark of the signer
e Ceremony calls attention to the act
e Approval implies approval intent

e Efficiency  validation of the document
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Why Signatures?

LEGAL CONCEPTION OF SIGNATURE

Requisite Attributes of Signatures

e Signer Authentication proof of identity
e Document Authentication proof of subject
e Approval no-repud. act require conscious intervention

e Efficiency  provide maximum assurance with reasonable effort
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Why ESignatures?

WHY ELECTRONIC SIGNATURE:

1. IDENTIFICATION FUNCTION to identify the person signing

2. AUTHENTICATION FUNCTION to indicate that person’s
approval of the information contained in that data message

3. INTEGRITY FUNCTION to indicate that the record has not been
altered
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lectronic Signatures

European Commission Definition
Directive No. 1999/93/EC

Electronic signature means data in electronic form
which are attached to or logically associated with
other electronic data and which serve as a method
of authentication [art. 1]

* TECHNOLOGY NEUTRAL
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lectronic Signatures

The following technologies are forms of electronic
signatures at various level (and are used in
combination to provide added security):

PIN (Personal Identification Number) or Password
- a set of numbers or characters shared only by the
system and the user, and usually encrypted if the
authentication occurs over an open network;

Smart Card - a plastic card similar to a credit card,
except that it contains a microprocessor (chip) that
can generate, store, and process data, and can be
programmed to be activated only when the user
enters a PIN or other identifier;
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lectronic Signatures

Biometrics - technologies for meauring and analyzing
human body characteristicts such as fingerprints,
eye retinas and irises, voice patterns, facial patterns,
and hand measurements to authenticate their
identity. Biometric devices consist of a reader or a
sensor, software that converts the received
information into digital form (i.e. a series of binary
digits or bits) and if the data are analyzed, a
database to store an individual’s known biometric
data with the entered biometric data.

Digital signature - [...]

DIGITAL SIGNATURE IS A SPECIAL TYPE OF
ELECTRONIC SIGNATURE
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Digital Signature

Italian Digital Signature Definition
Presidential Decree No. 445 of 28 December 2000

Digital signature means the result of a computer-
based process (validation) implementing an
asymmetric cryptographic system consisting of a
public and a private key, whereby the signer asserts,
by means of the private key, and the recipient
verifies, by means of the public key, the origin and
integrity of a single electronic document or a set of
such documents.

* the CHOICE
ASYMMETRIC CRYPTOGRAPY
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vymmetric Crypto. r1]

One key (K) to encrypt
The same key (K) to decrypt
Only a key (K) to encrypt and decrypt

Sender F«(M)  Recipient

PLAIN CIPHER PLAIN
TEXT ENCRYPT  TEXT DECRYPT = TEXT
(M) M (M)

' k ' k
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vymmetric Crypto. r2;

Traspositiv Method

KEY (K): alphabetical distance

CDEFGHILMNOZPOQR

A0

GHILMNOPOQRSTUV

k BOLOGNA = FSPSMRE
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vymmetric Crypto. 3]

THE LIMIT

* KEY TRASMISSION

We have to communicate our key to the recipient of the
message. How ?!1?

He could use our key to sign a message and we aren’t
able to get the difference !
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symmetric Crypto.r1]

One key (Kpr1v) to encrypt
A different key (Kpyg) to decrypt
Two different — BUT RELATED - keys (KPRIV KPUB)

ePrivate key (Kpgriv) - known only to the sender of a
message

ePublic key (Kpyg) - known by, well, the public
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symmetric Crypto.[2;

% §. TRASMISSION of the KEYS
‘ UNCERTAIN CHANNEL
=
% ) P (prime number) & > Y R
Alice Y=7eP=11 Bob
A segreto = 3 B segreto = 6
K=YA(modP) [K=73(mod11)=2] [H=YB(modP) [H=7%(mod 11) = 4]
Comunica K (=2) Comunica H (=4)
Z =HA(mod P) [Z =43(mod 11) =9] | W = KB(mod P) [W = 25(mod 11) = 9]

The Enemy could intercept K & H but
he isn’t able to calculate keys
Z=W=KEY =91l
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symmetric Crypto.rs;

1 - Chiper Text (but not sign)
Alice Bob

(KpysBob) ( KprivBob)

1. Security of the content of the message

2. “"Not” Authentication of the message
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symmetric Crypto.ra;

2 - Sign Text (but plain)

Alice
(KprivAlice)

Dear Alice,

I love you ..

Bob

Bob

( KpygAlice)

1. “"Not"” Security of the content of the message

2. Authentication & Integrity of the message
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symmetric Crypto.rs;

3 - Sign&Chiper Text

Alice
(KprivAlice)
(KpusBob)

Dear Alice,

I love you ...

Bob

Bob

(KpygAlice)
(KprivBob)

1. Security of the content of the message

2. Authentication & Integrity of the message
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symmetric Crypto.re;

THE LIMIT

* TIME OF
CALCULATION

Hash Function 1]

WHAT’'S?

A hash function H is a transformation that takes an input m and returns a
fixed-size string, which is called the hash value h (that is, h = H(m)).

The basic requirements for a cryptographic hash function are as follows.
- The input can be of any length.

- The output has a fixed length.

- H(x) is relatively easy to compute for any given x.

- H(x) is one-way.

- H(x) is collision-free.
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Hash Function 123

A hash function H is said to be one-way if it's hard to invert where “hard to
invert” means that given a hash value h, it is computationally
infeasible to find some input x such that H(x) = h.

If, given a message x, it is computationally infeasible to find a message y
not equal to x such that H(x) = H(y), then H is said to be a weakly
collision-free hash function.

A strongly collision-free hash function H is one for which it is

computationally infeasible to find any two messages x and y such that
H(x) = H(y)
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KPRIV
Alice
SIGNATURE MESSAGE
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if these are the same the signature is verified <




SIGN ... & hash (23

g
o4
DIGEST

KPRIV
Alice

if these are the same the signature is verified «

MESSAGE

SIGNATURE
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REAL Identity?

I can obtain keys with a false identity ...
for example using a software like PGP...
Nobody verify my real identity before...

name is
BOB !”Poe-'b

-
NOW ... Bob has a problem !I!
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TTP [1]

Trusted Third Part
Certification & Registration Authority [CA&RA]

Certification means the result of a computer-based
process that is applied to the public key and
that can be detected by validation systems,
whereby

the public key is certified unique to its holder,
the holder is identified,

the period of validity of the key and the expiry
date of the corresponding certificate are set ...
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TTP [2]

Certification authority means

1) the PUBLIC or PRIVATE entity
2) that effects the certification
3) issues the public key CERTIFICATE

4) makes the public key and the corresponding
certificate PUBLICLY AVAILABLE

5) and publishes and updates certificate suspension
and revocation lists
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TTP [3]

Examples of X.509 Certificate

Data:
Version: 0 (0x0)
Serial Number: A
02:41100:00:01 Cert. Authority ID 1
Signature Algorithm: MD2 digest with RSA Encryption .
Issuer: C=US, O=RSA Data Security, Inc., Certlflcate Nu mber
OU=Secure Server Certification Authority
Validity:
Not Before: Wed Nov 9 15:54:17 1994 Issuer ID
Not After: Fri Dec 31 15:54:17 1999 .
Subject: C=US, O=RSA Data Security, Inc., Issuer Public Key
OU=Secure Server Certification Authority
Subject Public Key Info: idi i
Public Key Algorithm: RSA Encryption Va I Id Ity PerIOd
Public Key:
e Hash part 1 2
00:92:ce:7a:cl:ae:83:3e:5a: ....etc —
Exponent: 65537 (0x10001)
Signature Algorithm: MD2 digest with RSA Encryption
Signature:
88:d1:d1:79:21:ce:e2:8b:e8:f8:cl ....etc

Certification authority effects
I::> Validation by time-stamp that means

the result of a computer-based process under
which one or more electronic documents
are marked with a date and time that
are legally valid against third parties
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o SIGN ... “digital

<
A | Certification Area |
Iidentification
registration
|
Ikit to sign
keys CRL
certification CSL
validity
integrity
authenticity
hash message
sign hash m
v “D - hash v
£ signature sign hash -
public key signature
certificate certificate public key |

Michele Martoni © 2003

Norm

=2Law N. 59/1997

=>Presidential Decree N. 513/1997
=>»Prime Minister Decree 08/02/1999
=»European Directive N. 1999/93/EC
=>Presidential Decree N. 445/2000

= Legislative Decree N. 10/2002
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Now? ... Future!

Advanced
electronic signatures

(*) Scheme by EESSI — European Electronic Signature Standardization, www.ict.etsi.org
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Useful LINKSs

www.aipa.it
WWWw.europa.eu.int
www.ict.etsi.org
WWWw.innovazione.gov.it
www.uncitral.org
www.eema.org/ecaf

www.gnupg.org

WWW.pgp.com

WWW.rsasecurity.com
www.findlaw.com/01topics/10cyberspace/index.html

[..]
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hank you ... Bye !

DR. M|chele Martonl

CIRSFID
University of Bologna

martoni@cirfid.unibo.it
051.277231

{GIN PGP PUBLIC KEY BLOCK-

jon: PGPireeware 6.0.2i

To1 Y90S YC 9L+ KNuspLOD
£GILQSMikigy ONOW S 000V
Mol QUNIMYwCe/wo
14nWLPEFR2YgLEuint AcBYMD/ROG llo+KqwxaZ0X0Jgbx TnaWSEskieiqUuclTo3
AVKPUYNPOUTUSCoBE Lpoual e
PLIE2/GANYEPKL DiUler .
“IPADVTWedMeUR i

YXI0625pIDx
CQPDUIAECWMCAQAKCRCy T4ix0ic) TueGAJ4OWNRRC2VKjiX ZPmlhxqeYSLGSACE
Wowg2lZiOLeECLOXIMTX V1’

i
17ZCLQIwSbLaF6AIgICol +Le3k

XXn1 UIPmsiO/CqnS 3wy OkIXowh/CBdyorrWqULzBeSUSESTTbxbrLOCDaAGW
ox XIKHTUP} I WV/cdlIPPTIN28674VeS
7 ejrUGVC/RgBYK+X0

PIVTknb 2

VALK,

CICHAKTCD Lp
QOTTRAJOTx 1uS THY3CRECRSV Apdhe TP Toix /kjsiZVDa/BYMWeMymGSMRsQusr]
OES49ZAHL yaneAYVWIIKH opds+aXos T+G/KIwXByVSn6BukwnH +w/LEGK2POLA

K E/6V Oy 302{dMSONCYAOks
1IPPhEYYUASOYS: V(EZLUUCmaUZCXUIONSAG Y
Yk STNWVX
D2ChpIUWhF+IT38 1pMWy 091smFDSDVCB]+ DNaMOSakx/AvIG1 L/BCy PhnawXs Y
SN 3 SN 2850 YS 7N
iy cVINYKZACPVIQBL
K ToBQKDWi Ll 00Fiy OodsHouAJjF

KP4SLho/I9LVTigPVrmz+S/E.

END PGP PUBLIC KEY BLOCK--
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